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» KPA

Complete
Dealership
Compliance

The only All-In-One
Compliance Solution for
the Automotive Industry

Complete
Compliance

Here are

the Facts »wHPA
Industry Experience 35+ Years

# of Employees A00+

Expert Compliance Consultants

140+ Tenured Employees

# Years of Consulting Experience

800+

Online Training Team

20 Full-Time Employees

Online Training Library

Award-Winning Library
of 300+ Courses

Guided Compliance Process

Yes - 10 Step Process

Customer Service

Industry Leading Customer
Satisfaction

(o)
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Our Expertise & Solutions
COMPLETE COMPLIANCE

Privacy and
Safeguards

Protect the privacy
and security of
customer information
with a platform,
process, and people
to guide you through
the regulatory
environment.

¢ KPA

Advertising,
Sales & Finance

Avoid fines and legal
actions with advertising,
sales, and finance
compliance solutions,
including compliance
with the new FTC CARS
Rule.

e .

Environmental
Health & Safety

|dentify issues,
implement corrective
actions, and remain
compliant with

environment, health, and

safety regulations.

Human
Resources

Streamline workforce
management and HR
compliance throughout
the employee lifecycle.

H ~
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Disclaimer

The contents of this presentation are intended to convey general information
only and not to provide legal advice or opinions. The information provided
herein should not be construed as, and should not be relied upon, for legal
advice in any circumstance or situation. No action should be taken in reliance
on the information contained herein and we disclaim all liability in respect to
actions taken or not taken based on any, or all, of the contents of this site to
the fullest extent permitted by law. Your attorney should be contacted for

advice on specific legal issues.
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Recent CPRA (aka CCPA 2.0) Announcement

February 9, 2024

What is the status?

) L settings  |&

California Privacy : .
" Protection Agency Q

Announcements Meetings & Events Laws & Regulations Resources CareerOpportunities Filea Complaint Data Broker Registry

Home | Announcements 2024 20240209

CPPAWins Court of Appeal Decision Against the California Chamber of Commerce

Court restores Agency’s authority to enforce its latest regulations.

News: February 9, 2024

SACRAMENTO - In a significant win for Californians' privacy rights, California's Third District Court of Appeal has sided with the California Privacy Protection Agency and
California Attorney General Rob Bonta in the case of California Privacy Protection Agency v. Superior Court (California Chamber of Commerce).

The court held that the Agency’s authority to enforce its amended regulations should have been effective on July 1, 2023. Today's decision restores this authority and
overturns a lower court decision.

The court underscored the importance of the voters intent. “The text of Propesition 24 makes clear that, in approving the initiative measure, the voters intended to

strengthen and protect consumers’ privacy rights regarding the collection and use (including sale) of their personal information.”

In June 2023, a lower court ordered the Agency to stay the enforcement of new and amended regulations that took effect on March 29, 2023, for one year. The order also
applied the one-year enforcement stay to proposed regulations still in development by the Agency. The push to delay enforcement of Californians’ privacy rights was
brought by the California Chamber of Commerce.

“We are pleased with the decision. This ruling ensures all aspects of the regulations adopted by the California Privacy Protection Agency last year are again enforceable,
just as the voters intended when they enacted Proposition24,” said Ashkan Soltani, Executive Director of the California Privacy Protection Agency.

The Agency has been vigorously enforcing the statutory rights approved by voters in November 2020 with the passage of Propesition 24, the California Privacy Rights Act of
2020 (CPRA). However, some of the new and amended regulations implementing the CPRA, which largely define and clarify how businesses must honor those rights, were
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California — To Be Discussed (CPRA)
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Delaware — January 1, 2025
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California - January 1, 2020 (CCPA)
Virginia - January 1, 2023

Colorado - July 1,2023
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Privacy Laws going into effect:
California — To Be Discussed (CPRA)
Oregon - July 1,2024
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Do All of These Privacy
Laws Apply to a Typical
Dealership?

= No, every state except
California exempts entities
covered by GLBA

» California exempts only
information covered by
GLBA

= Information collected
for non-finance
purposes is not
exempt

= Cash deals
= Service

= |n practicality, very
hard to differentiate
between information
covered and
uncovered by GLBA
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Example of Far Reach
= Applies to businesses in California

= Applies to businesses outside of
California in certain circumstances.
For example, a dealership in Kansas
City, must comply with the
CCPA/CPRAIf:

» The dealership markets to
California residents (think
national marketing, like
AutoTrader, Cars.com,
CarGurus, Facebook
Marketplace, Google Ads, etc.);

» The dealership collects and
shares information from
California consumers that may
want to purchase a vehicle for
cash (or get service work
completed); and

» The dealership’s total revenue
(or the total revenue of the
dealership group) exceeds
$25M
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Step 1

Identify Cookies

~ Scan websites periodically to
detect traCking mechanisms Scanning all pages... _
and the providers s . e

Scanning all pages on your site to detect tracking
mechanisms beyond your home page. This may
take a while, we will let you know when it is done.

o P A © KPA 2024. ALL RIGHTS RESERVED. PG 24



Step 2

Categorize Cookies

Analytics and Performance and Social networking

i Unclassified (&)
customization (7) functionality (1) (0 e

Essential () -'-.d'.'q\--'l.lx::'ug (1)

ADD A COOKIE

’ COOkieS. mUSt be .|I|. .-::-;.. ..::;:-.I. e
categorized properly, such e R
as:

CODEIE HAME DESCRIFTION COUNTRY
v Essentlal COOkIeS ga_# m Used to distinguish individual users by means of designation of a randomly generated United States
number as client identifier, which allows calculation of visits and sessions
» Performance and
F u n Ctl O n a | |ty COO kl eS ga_# m Used to distinguish individual users by means of designation of a randomly generated United States
number as client identifier, which allows calculation of visits and sessions
~Analytics and _ _ .
. . . ga_# =3  Usedtodistinguish individual users by means of designation of a randomly generated United States
C u Sto m |Zat| O n COO kl eS number as client identifier, which allows calculation of visits and sesslons
v Ad Ve rtl S | n g COO kl eS m Records a particular 1D used to come up with data about website usage by the user United States
4 S OCI a | N etWO rkl n g m Enables Google Analytics requlate the rate of requesting. it is a HTTP cookie type that lasts  United States

for a session

Cookies
+~ Unclassified Cookies
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Step 3

Auto-Block Collection

v Auto-block all cookies until after consent is
provided

~Failure to do so is a “dark pattern”

Automatic third-party

Cookies
Blocking

o P A © KPA 2024. ALL RIGHTS RESERVED. PG 26



Step 4

Privacy Policy/Cookie Policy

PRIVACY POLICY

+ Create a website privacy policy and cookie
policy that identifies the cookies by SN L shty i S
category and the 3rd party providers
CO”eCtIng COOkIeS Thig prvvacy notice o CompiyMed, LLC | DO DLESInNess at ComphyMed ﬂﬂl‘l‘lpl:.lHH WE UL O Todr ), DesCnDes

ey and wiy we might coliect, shore, use, and'or share "preciEs”) your information wWhen you 0S8 Our Senices

~Modify the privacy policy/cookie policy as
the website and providers change

" Sarvices™), sUCh as when you

= VisA cur webshe 3 Dips SCompiyned 0o, of ary websie of ours that Snis 1o this prvacy notice

= Emngage wilh us in other related ways, inchading amy sales, marketing, oF events

L ]
Cusstions of SORCErME Y Reating Mis piivacy nobos will help you UnGErsiand your privacy ngnhis and choices I you

0 ot agres wilh ol policies and pracices, please do nol use our Sendces. IF you Still Rave any Questions oF CONCcems

pliease contact us at requesisi@oomphyned com

SUMMARY OF KEY POINTS
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Step 5

=

Consent Banner ?
¢(% ﬁﬁm 4{?&%}‘9 L] MNEW VEHICLES USED VEHICLES SERVICE & PARTS COLLISION ABOUT US QUR LOCATIONS

Create a custom banner that permits the
acceptance and rejection of non-essential
cookies.

Failure to make rejection as easy as

- p ” SELECT A BODY STYLE
acceptance is a “dark pattern.

We use espential cocldes 10 Make ouf site work. Wilth yous consent, we may also e RoN-eesenital

Prederences _: e kng _J,,._,._,.p._
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Step 6

Preference Center

Allow consumers to change their consent
options at any time with a Preference Center.

Daecline All Allow All
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Step 7

Privacy Requests

v

Enable consumers the ability to make Data Subject Access Request Form
privacy requests so that your designated ' '
individual may properly respond and
manage requests

v Now includes requests to correct
information and notifying providers -
with shared informaiton T —

“Do Not Sell or Share My Personal
Information” link must be included on
homepage and landing pages

~ Can use a state approved icon with
“Your Privacy Choices” or “Your
California Privacy Choices” instead
(but not necessary)
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Step 8

Review Website

~ Banner properly installed.

v No interference with accessibility tool.

v Easy access to:
+ Privacy Policy/Cookie Policy;
v Preference Center; and
v Privacy Requests.

¢ KPA

(=] v

¢(% ﬁﬁm 4{?&%}“(} #  NEWVEHICLES  USED VEHICLES  SERVICE & PARTS  COLLISION ABQUTUS  OURLOCATIONS

=

SELECT A BODY STYLE

We use espential cocldes 10 Make ouf site work. Wilth yous consent, we may also e RoN-eesenital

i
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Step 9

Data Processing Agreements

DPAs must address:

~ The specific purposes for which the
personal data will be processed;

~ The categories of personal data that will be
processed;

~ The duration of processing;
~ The geographic scope of processing;

~ The security measures that will be
implemented to protect personal data;

~ The rights of individuals with respect to their

personal data; and

~ The obligation of the parties to comply with
applicable law.

¢ KPA

Verwlor Hame

Contock
Ernal =

Satn Salect State.

ttttt
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Step 10

Protect the Data

Protect customer
information/data collected
by adhering to the FTC
Safeguard Rule, which
you are already required

to follow.

7
Access

Controls

8. 9,

Technical Incident

Requirements Response
Plan
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e

Privacy &
Safeguards
Compliance
Suite

KPA provides a more
complete privacy and
safeguard solution at a
fraction of the cost

D Compare

Mvual Confracts to secure
compliance continutty

»HKPA

Customized legal policies including the information security program (ISP)

Customized incident response plan (IRP )

Internal risk assessment tools

Flus guidance

Employees security awareness training and completion tracking

‘Vendor management library with hundreds of completed
=1L BA contracts and risk assessments

Managed internal phishing simulations to train employees

Complete 50-state privacy compliance required by your state

Internal penetration testing

Automated
and unlimited

Vulnerability scans

Automated
and unlimited

Dewvice and systems inventorny automation and mapping tools

Website cookie consent banners and unique consurmear
privacy request portals

Dark Web Scanning

Data Sensitivity Scanning to find unencrypted sensitive information
such as P11, credit card data, S5SMs and more

Annual report to the board of directors generated every year

RIQIQIKQ|QQQQRQRIKRIRR
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Our Expertise & Solutions
COMPLETE COMPLIANCE

Privacy and
Safeguards

Protect the privacy
and security of
customer information
with a platform,
process, and people
to guide you through
the regulatory
environment.

¢ KPA

Advertising,
Sales & Finance

Avoid fines and legal
actions with advertising,
sales, and finance
compliance solutions,
including compliance
with the new FTC CARS
Rule.

e .

Environmental
Health & Safety

|dentify issues,
implement corrective
actions, and remain
compliant with

environment, health, and

safety regulations.

Human
Resources

Streamline workforce
management and HR
compliance throughout
the employee lifecycle.

H ~
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O KPA

COMPLETE COMPLIANCE

Contact Us

+1 (866) 356.1735
11080 Circle Point Road
Suite 200

Westminster, CO 80021

www.kpa.io

Info@reply.kpa.io
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