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Adam is a licensed practicing attorney and former 
litigator with over 21 years of experience – 
primarily representing dealerships.

Adam is a frequent speaker and compliance 
thought leader on the local, state, and national 
levels, including presentations to the National 
Automobile Dealers Association (NADA), the 
National Independent Auto Dealers Association 
(NIADA), and the National Association of Dealer 
Counsel (NADC).
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Advertising, 
Sales & Finance

Avoid fines and legal 
actions with advertising, 
sales, and finance 
compliance solutions, 
including compliance 
with the new FTC CARS 
Rule.

Human 
Resources

Streamline workforce 
management and HR 
compliance throughout 
the employee lifecycle.

Privacy and 
Safeguards

Protect the privacy 
and security of 
customer information 
with a platform, 
process, and people 
to guide you through 
the regulatory 
environment.

Our Expertise & Solutions

Environmental 
Health & Safety

Identify issues, 
implement corrective 
actions, and remain 
compliant with 
environment, health, and 
safety regulations.



Disclaimer

The contents of this presentation are intended to convey general information 
only and not to provide legal advice or opinions. The information provided 
herein should not be construed as, and should not be relied upon, for legal 
advice in any circumstance or situation. No action should be taken in reliance 
on the information contained herein and we disclaim all liability in respect to 
actions taken or not taken based on any, or all, of the contents of this site to 
the fullest extent permitted by law. Your attorney should be contacted for 
advice on specific legal issues.
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Recent CPRA (aka CCPA 2.0) Announcement

What is the status?

PG 6© KPA 2024. ALL RIGHTS RESERVED. 

February 9, 2024



Privacy Law Tracker
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Privacy Laws in effect:



Privacy Law Tracker
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Privacy Laws in effect:
• California - January 1, 2020 (CCPA)
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Privacy Laws in effect:
• California - January 1, 2020 (CCPA)
• Virginia - January 1, 2023
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Privacy Laws in effect:
• California - January 1, 2020 (CCPA)
• Virginia - January 1, 2023
• Colorado - July 1, 2023



Privacy Law Tracker
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Privacy Laws in effect:
• California - January 1, 2020 (CCPA)
• Virginia - January 1, 2023
• Colorado - July 1, 2023
• Connecticut - July 1, 2023



Privacy Law Tracker
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Privacy Laws in effect:
• California - January 1, 2020 (CCPA)
• Virginia - January 1, 2023
• Colorado - July 1, 2023
• Connecticut - July 1, 2023
• Utah – December 31, 2023
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Privacy Laws in effect:
• California - January 1, 2020 (CCPA)
• Virginia - January 1, 2023
• Colorado - July 1, 2023
• Connecticut - July 1, 2023
• Utah – December 31, 2023

Privacy Laws going into effect:
• California – To Be Discussed (CPRA)
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Privacy Laws in effect:
• California - January 1, 2020 (CCPA)
• Virginia - January 1, 2023
• Colorado - July 1, 2023
• Connecticut - July 1, 2023
• Utah – December 31, 2023

Privacy Laws going into effect:
• California – To Be Discussed (CPRA)
• Oregon - July 1, 2024



Privacy Law Tracker
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Privacy Laws in effect:
• California - January 1, 2020 (CCPA)
• Virginia - January 1, 2023
• Colorado - July 1, 2023
• Connecticut - July 1, 2023
• Utah – December 31, 2023

Privacy Laws going into effect:
• California – To Be Discussed (CPRA)
• Oregon - July 1, 2024
• Texas - July 1, 2024



Privacy Law Tracker
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Privacy Laws in effect:
• California - January 1, 2020 (CCPA)
• Virginia - January 1, 2023
• Colorado - July 1, 2023
• Connecticut - July 1, 2023
• Utah – December 31, 2023

Privacy Laws going into effect:
• California – To Be Discussed (CPRA)
• Oregon - July 1, 2024
• Texas - July 1, 2024
• Montana - October 1, 2024



Privacy Law Tracker
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Privacy Laws in effect:
• California - January 1, 2020 (CCPA)
• Virginia - January 1, 2023
• Colorado - July 1, 2023
• Connecticut - July 1, 2023
• Utah – December 31, 2023

Privacy Laws going into effect:
• California – To Be Discussed (CPRA)
• Oregon - July 1, 2024
• Texas - July 1, 2024
• Montana - October 1, 2024
• Iowa - January 1, 2025
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Privacy Laws in effect:
• California - January 1, 2020 (CCPA)
• Virginia - January 1, 2023
• Colorado - July 1, 2023
• Connecticut - July 1, 2023
• Utah – December 31, 2023

Privacy Laws going into effect:
• California – To Be Discussed (CPRA)
• Oregon - July 1, 2024
• Texas - July 1, 2024
• Montana - October 1, 2024
• Iowa - January 1, 2025
• Delaware – January 1, 2025
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Privacy Laws in effect:
• California - January 1, 2020 (CCPA)
• Virginia - January 1, 2023
• Colorado - July 1, 2023
• Connecticut - July 1, 2023
• Utah – December 31, 2023

Privacy Laws going into effect:
• California – To Be Discussed (CPRA)
• Oregon - July 1, 2024
• Texas - July 1, 2024
• Montana - October 1, 2024
• Iowa - January 1, 2025
• Delaware – January 1, 2025
• Tennessee - July 1, 2025



Privacy Law Tracker
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Privacy Laws in effect:
• California - January 1, 2020 (CCPA)
• Virginia - January 1, 2023
• Colorado - July 1, 2023
• Connecticut - July 1, 2023
• Utah – December 31, 2023

Privacy Laws going into effect:
• California – To Be Discussed (CPRA)
• Oregon - July 1, 2024
• Texas - July 1, 2024
• Montana - October 1, 2024
• Iowa - January 1, 2025
• Delaware – January 1, 2025
• Tennessee - July 1, 2025
• Indiana - January 1, 2026



Privacy Law Tracker

PG 21© KPA 2024. ALL RIGHTS RESERVED. 

Privacy Laws in effect:
• California - January 1, 2020 (CCPA)
• Virginia - January 1, 2023
• Colorado - July 1, 2023
• Connecticut - July 1, 2023
• Utah – December 31, 2023

Privacy Laws going into effect:
• California – To Be Discussed (CPRA)
• Oregon - July 1, 2024
• Texas - July 1, 2024
• Montana - October 1, 2024
• Iowa - January 1, 2025
• Delaware – January 1, 2025
• Tennessee - July 1, 2025
• Indiana - January 1, 2026

Privacy bills passed (unsigned)
• New Hampshire – January 1, 2025

Privacy bills nearing passage:
• Kentucky
• West Virginia
• Wisconsin



Privacy Law Tracker
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Do All of These Privacy 
Laws Apply to a Typical 
Dealership?
 No, every state except 

California exempts entities 
covered by GLBA 
 California exempts only 

information covered by 
GLBA
 Information collected 

for non-finance 
purposes is not 
exempt
 Cash deals
 Service

 In practicality, very 
hard to differentiate 
between information 
covered and 
uncovered by GLBA



Privacy Law Tracker
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Example of Far Reach
 Applies to businesses in California
 Applies to businesses outside of 

California in certain circumstances.  
For example, a dealership in Kansas 
City, must comply with the 
CCPA/CPRA if:
 The dealership markets to 

California residents (think 
national marketing, like 
AutoTrader, Cars.com, 
CarGurus, Facebook 
Marketplace, Google Ads, etc.);
 The dealership collects and 

shares information from 
California consumers that may 
want to purchase a vehicle for 
cash (or get service work 
completed); and
 The dealership’s total revenue 

(or the total revenue of the 
dealership group) exceeds 
$25M



Step 1
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Identify Cookies

 Scan websites periodically to 
detect tracking mechanisms 
and the providers



Step 2
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Categorize Cookies 

 Cookies must be 
categorized properly, such 
as:
 Essential Cookies
 Performance and 

Functionality Cookies
 Analytics and 

Customization Cookies
 Advertising Cookies
 Social Networking 

Cookies
 Unclassified Cookies



Step 3
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Auto-Block Collection
 Auto-block all cookies until after consent is 

provided
 Failure to do so is a “dark pattern”



Step 4
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Privacy Policy/Cookie Policy
 Create a website privacy policy and cookie 

policy that identifies the cookies by 
category and the 3rd party providers 
collecting cookies.

 Modify the privacy policy/cookie policy as 
the website and providers change



Step 5
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Consent Banner
Create a custom banner that permits the 
acceptance and rejection of non-essential 
cookies.

Failure to make rejection as easy as 
acceptance is a “dark pattern.”



Step 6
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Preference Center
Allow consumers to change their consent 
options at any time with a Preference Center.



Step 7
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Privacy Requests
 Enable consumers the ability to make 

privacy requests so that your designated 
individual may properly respond and 
manage requests
 Now includes requests to correct 

information and notifying providers 
with shared informaiton

 “Do Not Sell or Share My Personal 
Information” link must be included on 
homepage and landing pages
 Can use a state approved icon with 

“Your Privacy Choices” or “Your 
California Privacy Choices” instead 
(but not necessary)



Step 8
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Review Website
 Banner properly installed.
 No interference with accessibility tool.
 Easy access to:

 Privacy Policy/Cookie Policy;
 Preference Center; and
 Privacy Requests.



Step 9
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Data Processing Agreements
DPAs must address:
 The specific purposes for which the 

personal data will be processed;
 The categories of personal data that will be 

processed;
 The duration of processing;
 The geographic scope of processing;
 The security measures that will be 

implemented to protect personal data;
 The rights of individuals with respect to their 

personal data; and
 The obligation of the parties to comply with 

applicable law.



Step 10
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Protect the Data

Protect customer 
information/data collected 
by adhering to the FTC 
Safeguard Rule, which 
you are already required 
to follow.



Step 10
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Protect the Data

Website and advertisings 
assessments should be 
conducted by third-parties 
to find and remediate:

 Reg Z violations
 Reg M violations
 TILA violations
 ADA violations
 State law violations
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Advertising, 
Sales & Finance

Avoid fines and legal 
actions with advertising, 
sales, and finance 
compliance solutions, 
including compliance 
with the new FTC CARS 
Rule.

Human 
Resources

Streamline workforce 
management and HR 
compliance throughout 
the employee lifecycle.

Privacy and 
Safeguards

Protect the privacy 
and security of 
customer information 
with a platform, 
process, and people 
to guide you through 
the regulatory 
environment.

Our Expertise & Solutions

Environmental 
Health & Safety

Identify issues, 
implement corrective 
actions, and remain 
compliant with 
environment, health, and 
safety regulations.



Contact Us

+1 (866) 356.1735

11080 Circle Point Road 
Suite 200
Westminster, CO 80021

www.kpa.io

Info@reply.kpa.io
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